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Abstract:

In this paper, we propose an image authentication based on hierarchical reversible data hiding. The proposed scheme decreases

the costs necessary to detect and locate tampered areas by using efficiently multiplexed layers. This scheme reduces both the pay-

load size and the amount of hash operations. We improved the structure of layers and the division of blocks in the conventional

scheme. Performance analysis shows the validity of the proposed scheme.
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1. Introduction

With the growth in computational performance, it has become
easy to modify digital images. Due to the increase in image
tampering, image authentication has become important. Many
tamper detection schemes have been studied to confirm image
authenticity.

By using reversible data hiding ™, tamper detection schemes
that recover the original image after authentication have been

5) 6)

proposed > ™. The former schemes use highly costed com-

79 are free

pression based data hiding, while the latter schemes
from compression techniques. This paper is focused on the latter
non-compression-based schemes and is especially aimed at im-

proving the conventional scheme ®

in terms of the payload size
and the amount of hash operations.

The conventional scheme ® detects tampered areas by compar-
ing the hash values of recovered blocks with those extracted from
stego blocks. This scheme can easily embed the target data into
images and confirm image authenticity with accuracy. Moreover,
it can detect not only tampering but also locate tampered areas in
images. However, the conventional scheme has two problems.
First, the embeddable pixels in each block are decreased because
the size of blocks gets smaller on the bottom layers. Second, the
amount of hash operations increases, making the blocks smaller,
and the time for hash operations also increases. Therefore, we aim
not to reduce the size of the unit for embedding and solve the
above problems in the conventional scheme.

In this paper, we propose an efficient reversible image authenti-
cation that reduces both the payload size and the amount of hash
operations. The proposed scheme improves the structure of layers
and the division of blocks in the conventional scheme. It decreases
costs necessary to detect and locate tampered areas by using hier-

archically multiplexed layers. Our scheme is based on reversible

data hiding. We give simulation results and show the validity of

the proposed scheme.

2. Conventional Scheme

A conventional scheme

can be a reversible image authentica-
tion that detects tampering and locates tampered areas efficiently.
This scheme decreases costs through coarse-to-fine tamper local-
ization by hierarchical data hiding, encipherment of only the top
layer rather than all data among all layers, and the use of revers-

ible data hiding without highly costed compression techniques.

2.1 DataHiding
We prepare image I with X x Y pixels and set I as I,.

1) /:=0,c:=0.

2) Fig. 1 shows the order for dividing image I, hierarchically. We
divide image I;into C,blocks in the /~th layer. The size of each
block is X, x Y, pixels.
C = [X|X/] [Y| Y/]»

1
/=0,1,.., L-1, M
where L is the number of layers.
3) N-bit hash value 4, of block B, which is given as,
by = {}Jl,[,n |b/,[,n € {0, 13}, @)

c=0,1,..,C -1, n=0,1,.,N-1,
is embedded into B;, itself by using reversible data hiding i
Stego block B, is obtained. Note that b1 is encrypted by us-
ing an encryption key and is embedded into the image for
higher security.

4) ci=c+1.
a) If ¢ = C,, combine all stego blocks B,,. Stego image I, is
obtained.
b) Else, return to Step 3).

5) /:=7+1.
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Fig. 1. Hierarchical division in the conventional scheme 9 (L =3).

a) If /:= L, stego image Tis obtained.
b) Else, ¢ := 0, I:= 1,4, and return to Step 2).

2.2 Tamper detection and localization
We investigate stego image [ with X x Y pixels and set T as I,

1) /:==L-1,c:=0.

2) We divide stego image I, into C, blocks in the /~th layer, as
shown in Fig. 1.

3) a) If the target block is determined as a genuine block in /7 +
1-th layer exceptin /= L — 1, go to 6).
b) Else, embedded hash value 4,,, which is given as Eq. (2), is
extracted from stego block B, by using reversible data hiding *.
Block B;, is restored. Note that in case of /= L — 1, /;_; o is ob-
tained by decryption using the key used in encryption.

4) N-bit hash value 7,, is calculated from restored block B, ..
Ny = Mpen | Mien € {0, 1 @)

5) Extracted hash value 4, is compared with 7, ..
a) If 5,10 = 1710, Br_1 is determined to be a genuine block,
that is, restored image I is an original image without tamper-
ing. Exit this procedure.
b) If b, = n,. (/# L-1), B, is determined to be a genuine block.
¢) Else, B, is determined to be a tampered block.
Note that this step means tamper detection in /= L — 1 and
tamper localization in /# L - 1.

6) c:=c+1.
a) If ¢ = C;, combine all blocks B,.. Image I, is obtained.
b) Else, return to step 3).

7) [:=1-1,
a) If /= -1, all tampered blocks are obtained.
b) Else, ¢ := 0, I,:= I,;, and return to step 2).

2.3 Problems of the conventional scheme

The conventional scheme ¥

using hash operations can detect
tampering without multiple encryption procedures. It can also
localize the positions of tampering by using the hierarchical
structure. This scheme, however, increases both the payload size
and the amount of hash operations when given a large number for
hierarchy L.

In the next section, we propose an efficient scheme for compos-
ing a hierarchical structure. Our scheme reduces the above prob-

lems in the conventional scheme.

3. Proposed Scheme

In this section, we describe a novel authentication scheme based
on reversible data hiding. The proposed scheme efficiently intro-
duces a multiplex hierarchy to reduce both the payload size and
the amount of hash operations. In this paper, we suppose that we
divide an original image into 16 blocks. In case of 16 blocks, the
number of layers L is four. Note that even if an image is tampered
in multiple blocks, our scheme can correctly detect and locate the

tampered blocks by the combination of these multiplexed layers.

3.1 DataHiding
We prepare image I with X x Y pixels and set I as I,.

1) /:=0,m:=0.

2) We divide image I, into 16 blocks and assign numbers to them,
as shown in Figs. 2 and 3. The size of each block is [X/4 x
Y/4] pixels.

a) If /= 0, assign each block By, to groups G, as shown in
Fig. 4(a).

Goo = {Boo Bo,s» Bo1o» Bos}h 4)
Goa = {Bo,1 Boer Bojw Boaab 5)
Go = {Bos Bop Bos, Boash (6)
G0,3 = {Bo,s’ BO,4: Bo,% Bo,14}~ (7)
b) If /= 1, assign each block B, , to groups G, as shown in
Fig. 4(b).

Gy ={B1o, B4 Big, By} ®)
G1,1 = {31,1» Bl,Sv 31,9, 31,13}, (9)
Gi,2 = {B1, Big, Biio Biaas (10)
Gis={B13, B17 Bi11, By} (11)
) If /= 2, assign each block B, , to groups G, ,, as shown in
Fig. 4(c).

Gao=1{B20, Bay, Byy Byl (12)
Ga1=1{By4 Bys, Byg, By 7}, (13)
Gy = {Bys, Byg, Byioy Baih (14)
Gy3=1{Ba12, By1s, Bajay Bays) (15)

d) If /= 3, assign all blocks Bj, to group G, as shown in Fig.

4(d).

Gs0= B30, B3 1, By 5, By 3, By, By s, By, By g, Byg,
Bs 9, Bs10 B3 11, B3 1o, Byisy By By sk

Note that the number of groups M, is one in / = 3, while that is

fourin /=0, 1, and 2.

(16)
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Fig.2. Division of image.
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Fig.3. Block numbers.

N-bit hash value 4,,, of group G,,,, which is given as,
bl,m = {b/,m,n |b/,m,n € {0) 1}})

n=0,1,..,N-1.

is embedded into G, itself by using reversible data hiding 9,

17)

Stego group G, is obtained. Note that 4 is encrypted by us-
ing an encryption key and is embedded into the image for
higher security.

m:=m+ 1.

a) If m = M), we combine all stego groups Gj,,. Stego image 1,
is obtained.

b) Else, return to step 3).

[:=17+1.

a) If /= 4, stego image [ is obtained.

b) Else, 7 := 0, I,:= I, ;, and return to step 2).

3.2 Tamper detection and localization

1)
2)

3)

4)

5)

We investigate stego image [ with X x Y pixels and set T as I,.

/=3, m:=0.

We divide stego image I, into 16 blocks and assign numbers to
them, as shown in Figs. 2 and 3, and assign each block B, to
groups G, as shown in Fig. 4.

Embedded hash value 4,,, of original group G,,, which is
given as Eq. (17), is extracted from stego group G,,, by using
reversible data hiding 9, Group G,,, is restored. If /=3, A3 is
obtained by decryption using the key used in encryption.
N-bit hash value #,,, is calculated from restored group G,
Nim = M | M € 10, 13 (18)
Extracted hash value 4, ,, is compared with 7.

a) If A3 = 130, Gs is determined to be a genuine group, that
is, restored image I is an original image without tampering.

Exit this procedure.
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Fig. 4. Hierarchical division and grouping in the proposed scheme.

b) If 4;,, = 1;,, (/# 3), G;,, is determined to be a genuine group.
¢) Else, G, is determined to be a tampered group.

Note that this step means tamper detection in /= 3 and tamper
localization in /# 3.

m=m+ 1.

a) If m = M, combine all groups G, ,,. Image I, is obtained.

b) Else, return to step 3).

l:=17-1.

a) If /= -1, all tampered groups are obtained.

b) Else, m := 0, I,:= I,.;, and return to step 2).
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(a) Lenna (b) Airplane

(c) Text

Fig.5. 256 x 256-sized grayscale images from SIDBA ”.

Table 1. Payload size [bits].

Table 3. Experimental Conditions.

Layer Proposed Conventional Image size [pixels] 256 x 256
Ly 256 256 Hash function SHA-256
Ly 1024 1024 Hash length MV [bits] 256
Ly 1024 4096 Proposed Conventional ¥
L, 1024 — Number of layers L ] 3
Total 3328 5376

Table 2. Amount of hash operations [times].

Layer Proposed Conventional ®
L, 1 1
L, 4 4
L, 4 16
L 4 —
Total 13 21

8) Determine the blocks, all of whose groups G, have been tam-

pered, as the tampered blocks.

3.3 Feature

Tables 1 and 2 show comparisons of the payload size and the
amount of hash operations, respectively. Our scheme has reduced
both payload and hash operations by 38%, respectively, compared
with the conventional scheme ®. A single hash operation is needed
for tamper detection in both the proposed and the conventional
schemes. In this example, the amount of hash operations for tam-
per localization is 12 times in the proposed scheme, while that is

20 times in the conventional scheme.

4. Experimental Results

The proposed scheme was evaluated with 256 x 256-sized, i.e.,
X = Y =256, 8-bit grayscale bitmap images from SIDBA ”, as shown
in Fig. 5. We summarize the conditions of the experiments in
Table 3.

Figs. 6(a) and 6(b) show a couple of examples of stego images
for the proposed scheme and the conventional scheme ¥, respec-
tively. We summarize the evaluation for the stego images by

PSNR in Fig. 7. The PSNR for the stego image “Lenna” using the

(a) Proposed (b) Conventional ®

Fig. 6. Stego images by using the proposed scheme and the conventional

scheme ®.
50.0
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Fig.7. PSNRs of the stego images.

proposed scheme was 42.11 dB, while that using the conventional
scheme was 35.43 dB. In the cases for “Airplane” and “Text,” the
proposed scheme similarly improved the PSNR over the conven-

tional scheme. Thus, the proposed scheme is efficient for embed-
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(a) Tampered image

(b) Detected image

Fig. 8. Result of tamper localization.

ding data.
For example, a tampered area is shown in Fig. 8(a). In this case,
the tampered blocks are detected as shaded ones in the proposed

scheme, as shown in Fig. 8(b).

5. Summary

We proposed an efficient image authentication based on revers-
ible data hiding. The proposed scheme introduces hierarchically
multiplexed layers to detect and locate tampered areas. This
scheme decreases both the payload size and the amount of hash
operations. We improved the structure of layers and the division
of blocks in the conventional scheme. Through comparison with
the conventional scheme, we showed the validity of the proposed

scheme.
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