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1. Introduction

With the development of internet services such as social net-
working services and cloud services, many images have been ex-
changed over the Internet. In addition, unauthorized secondary use 
of images that infringes on copyrights is seriously increasing. As one 
solution for copyright protection, data hiding methods have been 
proposed 1)– 8). With these methods, we can directly embed copy-
right/authorship information and other arbitrary data into an image. 
The main advantage of data hiding is that a payload can be secretly 
hidden without increasing the data amount of the image. Data hid-
ing methods can be broadly classified into reversible and irreversible 
methods. In particular, reversible data hiding (RDH) methods can 
fully recover the original image after extracting the payload from the 
marked image. This feature of RDH is strongly requested in the field 
of medical, military, and satellite images.

RDH methods have been actively studied in recent years 9)– 15). 
Most of these studies have focused on grayscale or full-color images. 
In contrast, palette-based images are still popularly used on social 
networking services and in electronic papers. A palette-based image 
is a color image composed of a limited number colors, e.g., 256 col-
ors. The construction of a palette-based image is shown in Fig. 1. 
Each pixel holds an index number. As shown in Fig. 1 (a), the color 
and indices are stored in a color palette. The colors in the palette are 
called index colors. By limiting the colors, we can greatly reduce the 
data amount of an image compared with a full-color image. A pal-
ette-based image of Lena is shown in Fig. 1 (b). However, there are 
few RDH studies on palette-based images 16)– 20).

One RDH method for palette-based images is based on histo-
gram analysis 16),17). This method has a high capacity of 0.5 bpp for 

images with large homochromatic regions. The hiding capacity is, 
however, variable depending on the texture of each target image and 
seriously small in some cases. Additionally, this method is effective 
only when there exist unused colors in the color palette. Wu et al. 
extended the above method to increase the number of effective cases 18). 
Their method first performs preprocessing to newly produce unused 
colors in the color palette before the embedding process. Then, some 
particular colors are duplicated for multiple indices. A payload is 
embedded in the duplicated colors. Thus, a third party can easily find 
the location of the embedded payload and extract it. Consequently, 
the quality of the marked images is relatively high, but the security 
of the payload is sacrificed. As another approach to RDH for pal-
ette-based images, two methods in the encrypted domain have been 
proposed 19),20). In these methods, the original palette-based images 
are first encrypted. A payload is then embedded into the encrypted 
images.

In these methods, the decryption process and the data extraction 
process are fully separable. Consequently, there exist three types of 
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Fig. 1. Structure of palette-based image (Lena)
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privilege for receivers:(i) data extraction only, (ii) decryption only, 
and (iii) data extraction and decryption. The RDH algorithms of 
these methods have been developed for encrypted images. Thus, it is 
difficult to directly apply them to the RDH methods for the plain 
domain.

Another method 21) can be applied to both plain and encrypted 
domains. We first rearrange index colors within a color palette so 
that analogous colors get close to each other. A payload is then em-
bedded using an arbitrary RDH method for grayscale or full-color 
images. The main contribution of this method is that the rearrange-
ment process alleviates the distortion caused by applying the tradi-
tional RDH method to palette-based images. However, compared 
with the RDH methods for palette-based images 16)-18), this method 
generally produces marked images with lower quality.

In this paper, we focus on the issue with one of the previous meth-
ods 18) and propose an extended RDH method to improve the pay-
load security. Instead of reducing the number of index colors, some 
index colors are updated with new approximate colors of the target 
colors. Approximate colors are colors that are not included in the 
original color palette and have a small color difference from the tar-
get colors. A payload is embedded in the approximate colors. Ac-
cordingly, the number of index colors is not reduced but preserved. 
The proposed method needs to store essential data for restoration, 
i.e., data on the original index colors before palette updating. We call 
such data additional data and embed the data together with the pay-
load. The main contribution of this paper is the improvement of pay-
load security without decreased marked-image quality. We demon-
strate the usefulness of our method in terms of marked-image 
quality, hiding capacity, and the number of index color reductions.

2. Previous Method

One of the RDH methods for palette-based images generates a 
marked image with high quality by reducing the number of index 
colors 18). Specifically, an index color with the lowest frequency is 
merged with another index color that is similar to the color to create 
an empty index. In contrast, an index color with the highest fre-
quency is a target color for data hiding and duplicated to the empty 

index. A payload bit is embedded into each pixel with the target 
color. In the case that the payload bit is 0, the index of the target 
pixel is unchanged. Otherwise, the index of the target pixel is shifted 
to the other index where the index color has been duplicated. Con-
sequently, no distortion should be caused by the data hiding process, 
while the preprocessing leads to some distortion through the inte-
gration of two index colors. Figure 2 shows the flow of the previous 
method. We describe the preprocessing, the embedding process, and 
the data extraction process and summarize the features of this meth-
od.

2.1 Preprocessing
The preprocessing consists of the following three processes. We 

describe each process in detail.

2.1.1 Exploration of Highest Hiding Capacity
The previous method creates empty indices by integrating index 

colors with the lowest frequency into their closest colors. Closest 
color means another index color in the color palette with the small-
est color difference from the target color. First, the number of empty 
indices is determined. Following this number, a single pattern, where 
the highest hiding capacity is attained, is explored from a pattern 
table.

Table 1 shows an example of a pattern table for an image, Air-
plane, with 512 × 512 pixels. In this case, there are six patterns, and 
ten index colors with the highest frequencies are listed. The number 
of embedded bits for each of the index colors is shown in the table. 
In the case that multiple bits would be embedded into a single index 
color, we need to duplicate the index colors for multiple empty indi-
ces. For instance, when we embed 2-bit data into an index color, we 
previously duplicate the index color for three of the empty indices. 
In this table, we assume that ten empty indices are created.

2.1.2 Creation of Empty Indices
Here, an empty index is created by integrating an index color with 

the lowest frequency into its closest color. This process is repeated to 
generate the required number of empty indices. Note that we cannot 
choose the closest color from the other target colors and the index 
colors that have been already merged with another index color.

2.1.3 Duplicating of Colors to be Embedded
The target colors are duplicated using the empty indices on the 

basis of the embedding pattern. For reversibility, the restoration pro-
cess requires the original RGB values of the index colors, which are 
located in the empty indices. Thus, we embed these values as addi-Fig. 2. Flow of previous method

Table 1. Payload amount for each embedding pattern (Airplane)
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tional data along with the pure payload.

2.2 Data Embedding Process
The payload is embedded on the basis of the embedding pattern. 

In Pattern 2 of Table 1, for example, 2-bit data is embedded into a 
single index color with the highest frequency. This color is located in 
four indices, so the index of each pixel with this color is replaced 
with one of the four indices. Even when the index is replaced with 
another index, the index color itself is never changed in this method.

2.3 Restoration Process
This section describes data extraction and image restoration. The 

indices where the same index color is assigned are first explored 
from the color palette. The embedded bits can be extracted from the 
indices, and then the indices are restored to their originals. Finally, 
the index colors eliminated by the preprocessing are restored using 
the additional data so that the original image is reconstructed.

2.4 Features of Previous Method
The target color is duplicated in the preprocessing. Therefore, the 

distortion in the previous method is caused only by integrating in-
dex colors with low frequencies into their similar colors. The embed-
ding process never produces any distortion.

In terms of the security of the payload, however, there exists a 
serious issue. Generally, each index has a unique color in pal-
ette-based images. In contrast, multiple indices have an equal color 
in the previous method. Consequently, a third party can easily detect 
where the payload has been embedded. In the next section, we pro-
pose an extended method to tackle this issue.

3. Proposed Method

We propose an RDH method that avoids severe deterioration in 
image quality from data embedding. Compared with the above-men-
tioned previous method 18), our method considers the security of the 
payload by concealing the embedded field. Figure 3 shows the flow 
of the proposed method. The procedure of the proposed method can 
be roughly divided into two processes: pre-processing and data em-
bedding processes. The preprocessing further contains two steps: 
creation of empty indices and definition of approximate colors for 
target colors. Each process and step are described in detail below.

3.1 Preprocessing
Here, we create empty indices and then define the approximate 

colors for target colors.

3.1.1 Creation of Empty Indices
We first define the number of empty indices E according to the 

payload amount. For all index colors, we explore the closest index 
color to each one in the color palette. The total frequencies of each 
color pair are then calculated. We extract the E of the color pairs in 
ascending order of the total frequency. In each of the extracted pairs, 
the index color with the lower frequency is merged into the other 
one so that the empty indices are prepared.

3.1.2 Definition of Approximate Colors for Target Colors
For each empty index, an approximate color for a target color is 

derived. The approximate color should be located between the target 
and closest colors; that is, the approximate color should be closer to 
the target color than the present closest-color and will be a unique 
color in the color palette. We describe the algorithm in detail below.

For the target color with the highest frequency, the closest color 
to the target one is explored in the color palette. We create a new 
color called an approximate color using the target and closest colors. 
The absolute R, G, and B differences between the target and closest 
colors is calculated. On the basis of these difference values, the R, G, 
and B values of the approximate color are determined using pseu-
do-random numbers. Note that the possible ranges of the RGB 
components in the approximate color are slightly changed depend-
ing on which component has the largest absolute color difference. 
The color component with the largest absolute color difference be-
tween the target and closest colors is called the largest component in 
this paper. The largest component of the approximate color should 
be determined so as not to have the same value as that of the target 
color. If the largest component is R, the possible ranges for each 
component of the approximate color are given by

 (1)

where R1, G1, and B1 are the color components of the target color, 
R2, G2, and B2 are those of the closest color, and Rupd, Gupd, and Bupd 
are those of the approximate color. Similarly, in the case that the 
largest component is G or B, the possible ranges are given by Eqs.(2)
and (3), respectively:

 (2)

 (3)

If there are multiple color components with the largest absolute 
color difference, we give priority in the order of R, G, and B. For 
example, when the R and G components have the largest absolute 
color difference, the largest component is assigned to R, and Eq.(1) 
is applied. After deriving the approximate color, we assign the color 
to an empty index. The series of the procedure is repeated E times, 
and the color palette is updated.Fig. 3. Flow of proposed method
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3.2 Data Embedding Process
Each payload bit is embedded into a single pixel with a target 

color in raster scan order. In the case that a payload bit is 0, a pixel 
value with a target color remains invariant. In contrast, when the 
payload bit is 1, the pixel value is changed to an index of the approx-
imate color. The embedding process is repeated E times.

A payload consists of a pure payload and additional data for re-
versibility. The additional data is located at the head of the payload 
followed by the pure payload. Specifically, the index of the first tar-
get color, which is 8-bit data, is embedded into the least significant 
bits (LSBs) of the first eight pixels in the top row. The pixels are 
excluded from both the preprocessing and embedding process. The 
original LSBs should be included into the additional data and em-
bedded into the image.

3.3 Restoration Process
We extract the data of the target color, where the payload bits 

have been first embedded, from the LSBs of the first eight pixels in 
the top row. The closest color to the target color is explored in the 
color palette. This closest color is the approximate color in the em-
bedding process, so we call this color the approximate color. We ex-
tract the payload bits from all the pixels with the target or approxi-
mate color in raster scan order. Note that the first eight bits are 
excluded from the restoration process. The indices of the pixels with 
the approximate color are then turned back to the index of the target 
color. We repeat the series of the procedure E times. Finally, the in-
dex colors and pixels, which have been modified in the preprocess-
ing, are restored using the additional data so that we reconstruct the 
original image.

3.4 Advantages of Proposed Method
The preprocessing in our method newly defines a color approxi-

mate to each target color. The approximate color is closest to the 
target color and does not exist in the original color palette. Therefore, 
the distortion caused in the marked image can be efficiently sup-
pressed in the embedding process.

The main distortion is caused by integrating pairs of index colors 
to create empty indices. In the integration, the distortion can be re-
duced by setting a threshold for the color difference. Practically, 
when the color difference exceeds the threshold, the pair is excluded 
from the integration process.

In contrast to the previous method, the proposed method never 
produces identical colors in the color palette. Consequently, it is dif-
ficult for a third party to identify the embedded field, so our method 
improves the security of the payload.

4. Simulation

We confirmed the effectiveness of the proposed method by com-
paring it with the previous method in terms of marked image qual-
ity and hiding capacity 18). For the image quality assessment, we ad-
opted the peak signal to noise ratio (PSNR) and structural 
similarity (SSIM) under the same amount of payload (0.31 bpp on 
average). In our simulation, we used ten images with 512 × 512 pix-

els from the USCSIPI image database. The number of colors in each 
image was reduced to 256 by using GNU Image Manipulation Pro-
gram (GIMP) 2.10. In the proposed method, the threshold of color 
difference in the integration of two index colors was defined as 25.

4.1 Evaluation of Image Quality and Number of Reduced Colors
Figure 4 shows two examples of an original and two marked im-

ages; one was obtained by the proposed method, the other was de-
rived by the previous method. The payload amounts of the marked 
images were equalized to the hiding capacity of one of the two 
methods and resulted in 0.31 bpp on average. As shown in Fig. 4, the 
marked images from both methods have high quality without any 
artifacts.

Table 2 summarizes the quantitative evaluation results using 
PSNR and SSIM. In this table, the bold numbers indicate that the 
proposed method achieved higher quality than the previous method. 
In five out of the ten test images, the proposed method outper-
formed the previous method. In regard to the average, the average 
PSNR value for the proposed method was higher than that for the 
previous method. Additionally, the proposed method never reduced 
the number of index colors by data embedding, while the previous 
method eliminated 39.9 colors on average.

4.2  Evaluation of Hiding Capacity and Number of Reduced Colors
Table 3 shows the hiding capacity for each test image. The hiding 

capacity of the previous method exceeded that of the proposed 
method in eight out of ten test images. In particular, the previous 
method achieved 1.37 bpp for the Airplane image. Let us analyze in 
more detail the result. The histogram distribution of Airplane is 
highly skewed. In the previous method, there exist multiple embed-
ding patterns, and the most efficient pattern should be explored. 
When the histogram distribution is highly skewed, we can increase 
the capacity by embedding multiple bits into a couple of the index 
colors in decreasing order of frequency. In the case of Lena, contrari-
ly, the hiding capacity of the proposed method surpassed that of the 

Fig. 4. Comparison of marked images
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previous method. This is attributable to the amount of additional 
data. To vacate an index, we need to integrate two colors in the color 
palette. In the proposed method, we explore the closest index color 
to each target color and calculate the total frequencies of the color 
pairs. When the total frequency is large, a large amount of addition-
al data should be stored. Thus, we choose the color pairs to be inte-
grated in order of increasing total frequency. Consequently, we can 
reduce the amount of additional data. In the case of Lena, this algo-
rithm is significantly effective for reducing additional data. There-
fore, the pure payload of the proposed method was larger than that 
of the previous method.

With respect to the number of color reductions, the proposed 
method constantly preserved the number of index colors, while the 
previous method detracted 66.9 colors on average. As described in 
3.4, this leads to security enhancement for the embedded payload in 
the proposed method. Consequently, we proved that the proposed 
method never sacrifices the number of colors without a severe de-
crease in hiding capacity.

5. Conclusion

In this paper, we proposed an extended RDH method for pal-
ette-based images. The proposed method not only improves the se-

Table 2. Image quality and number of reduced colors

curity of payload bits but also preserves the high quality of marked 
images. The previous method reduces the number of index colors so 
that the marked images have high quality. This leads to sacrificing 
payload security. In contrast, our method maintains the number of 
index colors and makes it difficult to maliciously extract the payload. 
By using PSNR and SSIM, we confirmed that the proposed is com-
parable in marked-image quality to the previous method. On the 
other hand, the hiding capacity of the proposed method was inferior 
to that of the previous method for eight out of ten test images. In the 
future, we will expand the hiding capacity to 1 bpp without deterio-
rating the marked-image quality.
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