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1. Introduction

Data hiding is one technique used for copyright protection. It 
embeds copyright information into the body data of an image with-
out increasing the file size. Data hiding is classified into reversible 
and irreversible methods. Methods that can perfectly recover an 
original image by extracting a payload are called reversible data hid-
ing (RDH) 1) – 3), while methods that can never retrieve the original 
image even after data extraction are called irreversible data hiding. 
Additionally, in the context of privacy protection, RDH in encrypt-
ed images (RDH-EI) has been widely studied 4) - 7). In RDH-EI, an 
owner first encrypts an image and then sends the encrypted image 
to a third party, such as a service provider. The third party is then 
supposed to embed information such as management data or finger-
prints into the encrypted image.

Motomura et al. proposed an RDH-EI method that achieved 
both a high hiding capacity and compression efficiency 7). This meth-
od introduced an encryption-then-compression (EtC) system 8), 
which performs block-by-block encryption, for image encryption so 
that a marked encrypted image can be effectively compressed. They 
attained a high hiding capacity of up to 7.35 bpp in three color com-
ponents. Additionally, their method offers flexibility in the recovery 
process; it can decrypt a marked encrypted image without data ex-
traction. We focus on their method and call it the RDH-CEI meth-
od hereafter.

High dynamic range (HDR) images can represent a wider range 

of luminance compared with legacy standard dynamic range (SDR) 
images 9). HDR images have a large bit depth for capturing re-
al-world luminance. Various file formats for HDR images have been 
developed, such as OpenEXR 10), Radiance RGBE 11), and LogLUV 
TIFF 12). In recent years, RDH-EI methods for HDR images have 
been increasingly explored 13) 14). Chia et al. proposed an RDH-EI 
method for OpenEXR images that achieved a high hiding capacity 
of up to 9.14 bpp 13). A marked encrypted image derived by this 
method, however, cannot be compressed efficiently. Further, a 
marked encrypted image can never be decrypted without extracting 
a payload. Thus, this method has a limitation that makes it not pos-
sible to provide users with flexible privileges for access control.

In this paper, we propose a novel RDH-EI method for OpenEXR 
images. Our method first encrypts a target image using the EtC 
system, which allows for image compression even after encryption. 
In the data hiding process, a prediction error expansion with a his-
togram shifting (PEE-HS) method 15) is carried out in each block. 
Owing to the PEE-HS method, we can attain a high hiding capac-
ity. This method also has flexibility in the restoration process; we can 
decrypt a marked encrypted image without data extraction. At this 
time, we can obtain a marked image in which the payload still re-
mains. In addition, our method conducts each encryption and data 
hiding process while maintaining the dynamic range of the original 
image, thereby improving both the compression efficiency and 
marked-image quality. Additionally, we can further enhance both 
advantages by excluding negative-positive inversion in the encryp-
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tion process. We evaluated the effectiveness of our method from 
four aspects: hiding capacity, marked-image quality, compression 
efficiency, and key space for security. Here, this paper is an extended 
article from our domestic conference paper 16) in terms of further 
discussions on both attack resistance and experimental analysis.

2. Preliminaries

In this section, we first explain the structure of OpenEXR image 
and then elaborate the RDH-CEI method 7) introduced into our 
method.

2.1 OpenEXR Image
OpenEXR is a format for HDR images that was developed by 

Industrial Light & Magic. In this format, each RGB component 
consists of 16-bit floating-point numbers. This allows images to 
have a broader dynamic range and color gamut compared with tra-
ditional SDR images, where each component is represented by 8 
bits. Figure 1 shows the structure of 16-bit floating-point numbers. 
Each pixel value x is represented as

 (1)

where S, E, and M are a sign, exponent, and mantissa, respectively.

2.2 RDH-CEI Method
We explain the RDH-CEI method 7) adopted for our proposed 

method. Figure 2 shows the flow of this method. First, a gray-
scale-based EtC system 8) is applied to an RGB image for encryp-
tion. After encryption, a payload is embedded using a PEE-HS 
method 15). The RDH-CEI method uses the EtC system for encryp-
tion so that a marked encrypted image can be effectively compressed 
by international standards such as JPEG-LS 17). Additionally, 
marked encrypted images can be decrypted without data extraction. 

This leads to deriving marked images that still contain a payload. 
This method achieved the highest hiding capacity among existing 
RDH-EI methods that can carry out a decryption process without 
data extraction. In the following, we will explain the encryption and 
data hiding procedures.

2.2.1 Image Encryption
In the encryption process, as shown in Fig. 3, the RGB compo-

nents of an original image I are spatially combined to derive an 8-bit 
grayscale image IG. Note that this figure shows horizontal combina-
tion, but an arbitrary direction can be chosen for combination. In 
this example, if the size of I is defined as W × H pixels, IG will have 
3W × H pixels. IG is then divided into blocks with B × B pixels and 
encrypted by using the EtC system so that an encrypted image IGE 
can be obtained. The EtC system involves three processes: block-po-
sition scrambling, block rotation/inversion, and negative-positive 
inversion of pixel values within each block.

2.2.2 Data Hiding
After image encryption, arbitrary data called a payload is embed-

ded into IGE. In the RDH-CEI method, the PEE-HS method 15) is 
used for data hiding, but other methods are also available. It should 
be noted that the top-left pixel in each block is excluded from the 
following processes to ensure reversibility.
Step 1.� Define a parameter for hiding-capacity control as L and 

modify the histogram so that the frequencies of 0 to L and 
255-L to 255 turn out 0.

Step 2.� Obtain prediction values p̂i,j (0 ≤ i ≤ B−1, 0 ≤ j ≤ B − 1) for 
pixel values pi,j within each block:

,  =
, , , ,

max , , , ,
, + , , ,

 , max , , ,

 , min , , ,

.
 

  (2)
  Regarding p0,j and pi,0, their prediction values p̂0,j and p̂i,0 are

Fig. 1. Single channel structure of OpenEXR.

Fig. 2. Block diagram of RDH-CEI method 7).

Fig. 3. Spatial combination of RGB component.
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　�provided by
, = , ,     (3)
, = , ,     (4)

respectively.
Step 3.� Derive prediction errors ei,j :

, = , , .      (5)
Step 4.� Explore a pair of adjacent bins Es and El  (Es < El) with the 

highest sum of frequencies from a prediction-error histogram.
Step 5.� As shown in Fig. 4, embed a payload ω into each ei,j :

, =

, + 1,
, + ,
, ,
, 1,

, >
, =
, =
, < ,

 (6)

where ẽi,j is the marked prediction errors.
Step 6.� Repeat Steps 4 and 5 for L-1 times.
Step 7.� Obtain marked pixel values p̃i,j by

, = , , .     (7)
Step 8.� Integrate all the blocks to derive a marked encrypted image 

ĨGE.

The RDH-CEI method has attained a high hiding capacity of up 
to a total of 7.35 bpp for three color components and a high com-
pression efficiency even after encryption. Additionally, since the en-
cryption and data hiding processes are independent from each other, 
this method allows for flexible control of access privileges. General-
ly, users can decrypt a marked encrypted image only after extracting 
a payload. In this method, however, image decryption can be carried 
out without data extraction, allowing users to obtain a marked image 
where a payload remains.

3. Proposed Method

In this section, we propose a novel RDH-EI method that is ex-
tended for OpenEXR images. Figure 5 illustrates the flow of the 
method. The pixel values of an original image are treated as signed 
15-bit values. First, we encrypt a target image using the EtC system 8) 

and then embed a payload with the PEE-HS method 15). In the 
following, we describe the encryption, data hiding, restoration pro-
cesses, and the features of the proposed method.

3.1 Image Encryption
In the encryption process, we encrypt a target image I using the 

EtC system so that an encrypted image IE is derived. Here, we per-
form the following steps while preserving the original dynamic 
range.
Step 1-1.   Divide I into blocks with B×B pixels.
Step 1-2.�  Scramble the positions of all blocks.
Step 1-3.�  Rotate and/or invert each block.
Step 1-4.�  Conduct negative-positive inversion on each block:

=
+ ,

,           ( ) = 1
 ( ) = 0,    (8)

  where mk and m’k are the original and encrypted pixels in the 
k-th block, and r(k) is a random number generated by an en-
cryption key. Note that mmax and mmin are the maximum and 
minimum pixel values, respectively.

Step 1-5.�  Shuffle the R, G, and B components within each block.

Our method can enhance the compression performance of en-
crypted images by preserving the dynamic range of the original im-
ages during negative-positive inversion. Additionally, when this in-
version is excluded from the encryption process, both the 
compression performance and marked-image quality can be further 
improved. We discuss this in detail in 3.4 and evaluate the efficiency 
in Section 4.

3.2 Data Hiding
After image encryption, we embed a payload into IE using the 

PEE-HS 15) method. This process is carried out while maintaining 
the dynamic range of IE so that the compression efficiency and 
marked-image quality can be enhanced. As mentioned in 3.1, the 
top-left pixel of each divided block is excluded from the following 
steps for reversibility. Here, we define a parameter to control the 

1 2 3 4 50-1-2-3-4-5

+1-1

1 2 3 4 50-1-2-3-4-5

+

−

1 2 3 4 50-1-2-3-4-5

Fig. 4. Data hiding.

Fig. 5. Block diagram of proposed method.
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hiding capacity as L.
Step 2-1.�  As shown in Fig. 6, modify the histogram so that the 

frequencies in the range of mmin to mmin-L and mmax-L to mmax 
turn out 0.

Step 2-2. � By using Eq. (2), obtain prediction values   p̂i,j (0 ≤ i ≤ B−1, 
0 ≤ j ≤ B − 1)  for pixel values pi,j within each block. In the case 
of p0,j  and pi,0 , the prediction values p̂0,j and p̂i,0 are given by Eqs. 
(3) and (4) , respectively.

Step 2-3.�  Derive prediction errors ei,j using Eq. (5).
Step 2-4.�  Search for the pair of adjacent bins Es and El  (Es < El) that 

has the highest sum of frequencies, from a prediction-error his-
togram.

Step 2-5.�  Embed a payload ω into each ei,j belonging to Es or El. The 
modified prediction errors ẽi,j  are given by Eq. (6).

Step 2-6.�  Obtain marked pixel values p̃i,j using Eq. (7).
Step 2-7.�  Repeat Steps 2-2 to 2-6 for L-1 times.
Step 2-8.�  Integrate all the blocks to derive a marked encrypted 

image ĨE.

For ensuring reversibility, it is necessary to store the value of L and 
the value of Es in the final iteration process. These values are stored 
by replacing the least significant bits (LSBs) of the top-left pixels of 
the divided blocks, which were excluded from the above steps. The 

other information required for reversibility consists of a location 
map for preprocessing, Es in each iteration process, and the original 
bits of the above LSBs. The information should be embedded into 
the image together with the payload.

3.3 Restoration Process
Our method provides flexible restoration patterns owing to the 

independent implementation of the encryption and data hiding pro-
cesses. Figure 7 depicts three possible restoration patterns with the 
proposed method.

First, Fig. 7 (a) shows a pattern where a payload is extracted, and 
an original image I is fully recovered. In this process, a marked en-
crypted image ĨE is divided into blocks with B × B pixels. The values 
of L and the value of Es in the final iteration process are obtained 
from the LSBs of the top-left pixels of the divided blocks. The PEE-
HS method 15) is then carried out in reverse order to extract a pay-
load and the essential information for reversibility. By using the in-
formation, each pixel value is corrected. Finally, we decrypt the 
image and integrate all the divided blocks so that the original image 
I can be completely recovered.

Figure 7 (b) illustrates another pattern where ĨE is decrypted 
without data extraction. In this case, a user can obtain a marked 
image Ĩ where a payload remains. This pattern assumes a scenario 

0 0

Fig. 6. Preprocessing.

 
(a) Data extraction and image decryption 

 
(b) Image decryption only 

 
(c) Data extraction only 

Fig. 7. Three patterns of restoration process.
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where the user has the privilege to access the image content only.
The third pattern is shown in Fig. 7 (c) , where only data ex-

traction is available. A user can extract a payload from ĨE, but the 
user is not allowed to access the image content.

Most previous RDH-EI methods have their restoration process 
in the patterns of Fig. 7 (a) and (c), but they cannot decrypt a marked 
encrypted image without data extraction as shown in Fig. 7 (b). In 
contrast, the proposed method can carry out image decryption with 
the payload remaining; in this case, we provide a marked image to 
each user.

3.4 Advantages of Proposed Methods
Here, we elaborate on the advantages of our method in compari-

son with two previous RDH-EI methods for HDR images 13) 14). 
Table 1 summarizes a feature comparison in terms of the hiding 
capacity, flexibility of restoration patterns, and compression perfor-
mance for marked encrypted images.

Regarding the hiding capacity, although the image formats and 
test datasets are not uniform among the three methods, our method 
attained the highest capacity. The two previous methods use only 
several bits of the pixel value for data hiding, while the proposed 
method uses all bits of the pixel value. In addition, since the pro-
posed method counts the compression performance of marked en-
crypted images, an RDH-CEI method 7), which is highly compati-
ble with the EtC system 8), is adopted for the data hiding process. 
These efforts lead to an increase in embedding capacity.

Our method offers high flexibility in restoration patterns, partic-
ularly allowing for the decryption of marked encrypted images with-
out data extraction. Chia et al.’s method 13) carries out the encryption 
and data hiding processes interdependently. Thus, we can only de-
crypt an encrypted image for which a payload has already been ex-
tracted. Tsai et al.’s method 14) first encrypts a target image and then 
replaces the pixel values of the exponent channel with a payload. In 
addition, this method embeds another payload into the other chan-
nels. In their method, image decryption requires extracting both 

payloads in advance. In contrast, as mentioned in 3.3, our method 
can decrypt a marked encrypted image without extracting the pay-
load, allowing for more flexible access privileges based on user re-
quirements.

Further, the marked encrypted images derived by our method are 
effectively compressed with international standards such as JPEG 
XT 18). This is because our encryption method, which is based on the 
EtC system, retains the correlation among pixels within a block even 
after encryption. In contrast, related studies encrypt an image on a 
pixel basis. This causes loss of correlation among adjacent pixels, 
leading to an increment in the overall entropy in an image. Conse-
quently, it is difficult for the related studies to compress encrypted 
images.

The proposed method preserves the dynamic range of original 
images during the encryption and data hiding processes, considering 
the compression efficiency and marked-image quality. Particularly, 
in the encryption process, if negative-positive inversion is carried 
out without maintaining the original dynamic range, the entropy of 
an encrypted image will increase. This significantly reduces com-
pression efficiency. Moreover, if either the encryption or data hiding 
process affects the original dynamic range, there is a higher risk of 
introducing pixel values in the marked image that were not present 
in the original image, leading to color distortion. Our method thus 
carefully conducts the encryption and data hiding processes while 
maintaining the dynamic range of original images. Additionally, we 
can enhance both the compression efficiency and marked-image 
quality by excluding negative-positive inversion.

4. Experimental Results

In this section, we evaluate the proposed method in terms of 
marked-image quality, compression efficiency of marked encrypted 
images, and key space for security analysis. We assessed these per-
spectives both with and without negative-positive inversion to ex-
plore the impacts of this process. For the experiment, we used 20 

Image format Hiding capacity 
[bpp]

Restoration pattern Compression of marked 
encrypted image

Prop. OpenEXR 11.14 3 Effective
Chia et al. 13) OpenEXR 9.14 1 Ineffective
Tsai et al. 14) OpenEXR 7.03 2 Ineffective

Table 1. Feature comparison among RDH-EI methods for HDR images.

(a) Original image           (b) Marked encrypted image

Fig. 8. Example of marked encrypted image.
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images in the OpenEXR format from The HDR Photographic Sur-
vey 19). In this paper, we define B=16 in the EtC system 8). Figure 8 
illustrates an example of a marked encrypted image derived by our 
method.

4.1 Hiding Capacity and Marked-Image Quality
Our method allows for decryption without data extraction, gener-

ating a marked image where a payload remains within the image. 
Here, we evaluate the marked-image quality, which is related to the 
payload amount. Figure 9 shows examples of marked images ob-
tained by our method. Figures 9 (b) and (c) are the results when the 
payload was 4.73 bpp, and Figs. 9 (d) and (e) are those for 9.82 bpp. 

As shown in these figures, the quality of the marked images was vi-
sually maintained even at a high hiding capacity. When nega-
tive-positive inversion was applied, and a large amount of informa-
tion was embedded, however, some block-wise distortions could be 
observed. We can see these distortions clearly in Fig. 10 (a) , which 
is an enlarged view of the background regions in Fig. 9 (d). However, 
as can be seen from Fig. 10 (b) , such distortions can be suppressed 
by excluding negative-positive inversion.

For image quality evaluation, we introduce LogPSNR 20) and 
HDR-VDP-3 21). LogPSNR is an extension of PSNR for HDR 
images, which is given by

(a) Original image

(b) With negative-positive inversion     (c) Without negative-positive inversion
(4.73 bpp/ 56.85 dB/ 6.97)  (4.73 bpp/ 56.97 dB/ 8.43) 

(d) With negative-positive inversion (e) Without negative-positive inversion
(9.82 bpp/ 33.00 dB/ 4.47)  (9.82 bpp/ 24.04 dB/ 5.33) 

Fig. 9. Examples of marked images (hiding capacity [bpp]/ LogPSNR [dB]/ HDR-VDP (Q)) .

(a) A part of Fig. 9(d) (b) A part of Fig. 9(e)
(with negative-positive inversion) (without negative-positive inversion) 

Fig. 10. Enlarged views of background regions in Figs. 9 (d) and (e).
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= 20 log
( , )

, 
  (9)

( , ) =
×

(log log ) , 
 (10)

where M and N are image dimensions, and A1 and A2 are pixel values 
of an original and marked images, respectively. In our experiment, 
we set MAX=216. Additionally, we use HDR-VDP (Q) from HDR-
VDP-3 for quality assessment, where the maximum value of 10 in-
dicates that the marked image is identical to the original image, and 
a lower value indicates a lower image quality. Figure 11 shows the 
mean values of LogPSNR and HDR-VDP (Q) for the marked im-
ages with and without negative-positive inversion. As shown in this 
figure, the quality of the marked images with our method was high. 
This is attributed to the encryption and data hiding processes which 
preserve the dynamic range of original images, as discussed in 3.4. 
From Fig. 11 (a) , the differences in LogPSNR with and without 
negative-positive inversion are negligible. This metric is based on the 
mean squared error of pixels, so the values of LogPSNR for both 
cases are analogous to each other at certain amounts of hiding ca-
pacity. In contrast, HDR-VDP (Q) considers human visual percep-
tion; Fig. 11 (b) indicates significant differences between the two 
cases. When negative-positive inversion is excluded, we can visually 
suppress block-wise distortions, obtaining a higher HDR-VDP (Q) 
score.

4.2 Hiding Capacity and Compression Efficiency
We evaluate the compression efficiency of marked encrypted im-

ages using lossless compression with JPEG XT 18) Profile C. The 
compression efficiency is defined as the rate of reduction of the file 
size by compression. Here, the original file size of each image is 48 
bpp, and the compression efficiency is calculated by

= 1 [ ] × 100 [%].

  (11)
Figure 12 depicts the compression efficiency relative to the 

amount of a payload. From this figure, compression using JPEG XT 
is effective for marked encrypted images generated by our method. 
This is because we perform image encryption with the EtC system 
with the aim of preserving the dynamic range of original images. In 
the case without negative-positive inversion, a higher compression 
efficiency can be attained than the case with negative-positive inver-
sion. Negative-positive inversion increases the entropy of encrypted 
images, leading to an expansion in the data volume of the residual 
information in JPEG XT. Here, the residual information is neces-
sary for reconstructing an HDR image. Consequently, the inversion 
decreases the compression efficiency of marked encrypted images.

4.3 Security Analysis
We evaluate the key spaces of our method against brute-force at-

tacks. The key space is defined as the total number of possible pat-

(a) LogPSNR (b) HDR-VDP(Q)

Fig. 11. Marked-image quality.

Fig. 12. Compression efficiency of marked encrypted images.

Position 
scrambling

Rotation and 
inversion

Negative-positive 
inversion

RGB shuffling Total

With negative-positive 
inversion

(K!)3 83K 23K 6K (K!)3×(24,576)K

Without negative-positive 
inversion

(K!)3 83K - 6K (K!)3×(3,072)K

Table 2. Key spaces against brute-force attacks.
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terns for the encryption key. Table 2 shows key spaces in the case 
with and without negative-positive inversion. In this table, the num-
ber of divided blocks in the encryption process is K. Even though we 
exclude negative-positive inversion, the key space is approximately 
given as 5.47×10773,776 for an image with 4,288×2,848 pixels. This 
number indicates that the proposed method offers high security 
against brute-force attacks in terms of computational costs. Howev-
er, the exclusion of negative-positive inversion has been reported to 
reduce the resistance against attacks using the jigsaw puzzle solver 
22). In our proposed method, we can thus take into account the exclu-
sion of negative-positive inversion only when we prioritize 
marked-image quality and compression efficiency over security.

5. Conclusion

In this paper, we proposed a novel RDH-EI method for 
OpenEXR images with three main advantages. First, marked en-
crypted images can be effectively compressed by JPEG XT owing to 
the introduction of an EtC system for image encryption. Since we 
carefully reviewed the data hiding process, we also achieved a high 
hiding capacity of up to 11.14 bpp. Our method further offers high 
flexibility in restoration patterns, allowing for image decryption 
without data extraction. The proposed method additionally im-
proved both compression efficiency and marked-image quality by 
preserving the dynamic range of original images during the whole 
process; this is effective for both compression efficiency and 
marked-image quality. Compared with other RDH-EI methods for 
HDR images, our method surpassed them in terms of hiding capac-
ity, compression performance, and flexibility of access privileges. The 
key space was also discussed for security. We confirmed that the key 
space was large enough and that the proposed method is secure 
against brute-force attacks.
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